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DATA BREACH STATISTICS
DATA RECORDS LOST OR STOLEN SINCE 2013

91727.967.988

ONLY 4%,

of breaches were oo Binachion where cocrphon won uned mand the stolen data was rendered useless.

DATA RECORDS ARE LOST OR STOLEN AT THE FOLLOWING FREQUENCY
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EVERY DAY EVERY HOUR EVERY MINUTE EVERY SECOND

5,019,591 209,150 3,486 58
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CENTRALIZE AND GOVERN USER IDENTITY

“DASHBOARDS” AND
REPORTING

MONITOR ANALYZE

ANALYTICS AND
DATA CLEANSING

CERTIEY ON/OFF PROCESS AND
IDENTITY 80ARD ARG DATA
VALIDATE AUTOMATION
COMPLIANCE
MANAGE
DELEGATION AND SELF SERVICE

IDENTITY AND
ACCESS (1:9

|| KEY FUNCTIONALITY BUSINESS VALUE
GOVERNANCE é Na

Provides the right access to the right

user based on context and risk. ) e
* Manage and control access to data * "Who has access to what” insights

Improves user experience while . .
P P * Automate user management * Higher user productivity

helping to guard against attack, data

e Improve user experience * Enforce access and GDPR compliance
leakage and abuse of rights.
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CA IDENTITY SUITE (A.K.A. THE GDPR GOVERNANCE BOX)

Hello, losru01
O Logout

o i s & | &

Home My Profiie Dashboard My Tasks My Reguests Mocify My Profile 18 Aggs B Drafts

R Campaigns 4 R GOPR_I
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MANAGE ACCESS CONTROL (IN PARTICULAR) OF PRIVILEGED USERS

LOGS, CONTROLS AND POLICY MANAGEMENT

MANUAL LOGIN

’ SESSION

IDENTITY
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SINGLE SIGN-ON
FEDERATED SIGN-ON
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PRIVILEGED ACCESS

MANAGEMENT @G
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KEY FUNCTIONALITY [—W BUSINESS VALUE

Manages shared and/or personal
privileged account access across

Protect privileged accounts
Transparency into privileged

* Manage and control privileged access

physical and virtual systems. Monitors/
e Secure (SSO) access

e Protect systems and hypervisors

records privileged user activities for activities

governance and compliance purposes. Enforce GDPR compliance
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CA PRIVILEGED ACCESS MANAGER IN ACTION

_ity for Shared Accounts (e.g., Root/Admin)
_ions and Metadata

- Enforce Policy

-dentity and Attributes (SSO) |
-Access to Authorized Systems |

er Authenticate Users

@{’ﬂ

Manage Credentials

\-

Policies

f"/ Credential

Safe® Session

Logs Q@
Techraagies
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CA THREAT ANALYTICS FOR PRIVILEGED ACCESS MANAGER

Moblle System 7 Usem  Analysics  Services  Groups

D Services 1 Servico 142
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IDENTITY

ADVANCED

AUTHENTICATION
Authenticate User with Simple
Password -> Analyze Risk based on
Behavior, Device and Location ->
Initiate Step-Up Authentication
when Risk is High. All in ONE
solution.

ENFORCE STRONG AUTHENTICATION FOR ALL SENSITIVE DATA ACCESS

RISK DATA COLLECTED

¥ 5
<

Location DesviceDNA Lser Behavior

Multiple Duvices

RISK ADVICE
[

‘ MEDIUM

STEP-UP
AUTHENTICATION

User
Campletes Event or Login Transaction
'

Advanced behavioral profiling
Passwords not stored or being sent
Supports wide variety of credentials
— from passwords to OTP software
and hardware tokens

Strong while user friendly

Uses behavioral biometrics
Strongly secures all your assets
Enforce GDPR compliance
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CA ADVANCED AUTHENTICATION

Contextual Authentication

€y (=

Where is What device is
the user? being used?

e

What is the user consistent with
trying to do? history?

Is the action

CA Risk Authentication™

Versatile Authentication

IEE
CA Auth ID CA Mobile OTP

SOLRTY QUISTIOH

=)

OATH Tokens

- OTP —Out of Band

CA Strong Authentication™
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EXPOSE DATAIN A SECURE AND AUDITABLE WAY BY USING ENTERPRISE PORTALS

INTERNET OF
THINGS

APl Gateway
Mobile APl Gateway

CUSTOMER

—)
E MASTER
=—"°

DATA AND

SYSTEM OF

mﬂ RECORDS

THIRD PARTIES,
OTHER DATA
CONTROLLER '@ Enterprise Network

DATA
SUBJECT
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CA APl MANAGEMENT & SECURITY

Enterprise Network

CA Moblle API Gateway (MAG)

MAG Services, Policies, APIs

ID/Authentication

ADDS

SaaS and Cloud Solutions =~ -
Amazon Web Services, Google (A 1))
Paa® A | R CA Live API

Salesforce and others

/ Creator
Partner Ecosystems” P St
" Developer Portal

Developers-~
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Dekuji za pozornost!
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