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Takhle vypadá digitální transformace a aplikační ekonomika



Copyright © 2018 CA. All rights reserved.3

https://breachlevelindex.com/
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ANALYZE

ON/OFF  

BOARD

MANAGE

CERTIFY

CENTRALIZE AND GOVERN USER IDENTITY
Identity and Access Governance

PROCESS AND  
WORKFLOW  
AUTOMATION

DELEGATION AND SELF SERVICE

“DASHBOARDS” AND  
REPORTING

MONITOR

VALIDATE  
COMPLIANCE

IDENTITY AND 
ACCESS  
GOVERNANCE

Provides the right access to the right  

user based on context and risk.

Improves user experience while  

helping to guard against attack, data  

leakage and abuse of rights.

ANALYTICS AND  
DATA CLEANSING

IDENTITY DATA

• Manage and control access to data

• Automate user management
• Improve user experience

• ”Who has access to what” insights

• Higher user productivity
• Enforce access and GDPR compliance

BUSINESS VALUEKEY FUNCTIONALITY
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CA IDENTITY SUITE (A.K.A. THE GDPR GOVERNANCE BOX)



Copyright © 2018 CA. All rights reserved.6

MANAGE ACCESS CONTROL (IN PARTICULAR) OF PRIVILEGED  USERS
Privileged Access Control

PRIVILEGED ACCESS 
MANAGEMENT

Manages shared and/or personal  

privileged account access across  

physical and virtual systems. Monitors/  

records privileged user activities for  

governance and compliance purposes.

IDENTITY DATA

• Manage and control privileged access

• Secure (SSO) access
• Protect systems and hypervisors

• Protect privileged accounts
• Transparency into privileged  

activities
• Enforce GDPR compliance

BUSINESS VALUEKEY FUNCTIONALITY
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LOGS, CONTROLS AND POLICY MANAGEMENT

SESSION
MANUAL LOGIN

SINGLE SIGN-ON  
FEDERATED SIGN-ON
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Vault & Manage Credentials

Attribute Identity for Shared Accounts (e.g., Root/Admin)

Record Sessions and Metadata

Monitor and Enforce Policy

Federate Identity and Attributes (SSO) 

Restrict Access to Authorized Systems

Positively Authenticate Users

CA PRIVILEGED ACCESS MANAGER IN ACTION
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CA THREAT ANALYTICS FOR PRIVILEGED ACCESS MANAGER
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ENFORCE STRONG AUTHENTICATION FOR ALL SENSITIVE DATA ACCESS
Appropriate Authentication based on Risk

ADVANCED 
AUTHENTICATION

Authenticate User with Simple 

Password -> Analyze Risk based on 

Behavior, Device and Location -> 

Initiate Step-Up Authentication 

when Risk is High. All in ONE 

solution.

IDENTITY

• Advanced behavioral profiling

• Passwords not stored or being sent
• Supports wide variety of credentials 

– from passwords to OTP software 

and hardware tokens

• Strong while user friendly
• Uses behavioral biometrics
• Strongly secures all your assets
• Enforce GDPR compliance

BUSINESS VALUEKEY FUNCTIONALITY
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Contextual Authentication

CA Risk Authentication™

Where is
the user?

What is the user
trying to do?

Is the action 
consistent with 

history?

What device is 
being used?

Versatile Authentication

CA Strong Authentication™

CA Auth ID

Q&A OATH Tokens

OTP – Out of Band

CA Mobile OTP

CA ADVANCED AUTHENTICATION
Appropriate Authentication based on Risk
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INTERNET OF
THINGS

THIRD PARTIES,
OTHER DATA
CONTROLLER

API Gateway  
Mobile API Gateway

Enterprise Network

CUSTOMER
MASTER  

DATA AND  
SYSTEM OF  
RECORDS

EXPOSE DATA IN A SECURE AND AUDITABLE WAY BY USING ENTERPRISE PORTALS
Data Exposure

DATA 
SUBJECT
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CA API MANAGEMENT & SECURITY



Děkuji za pozornost!
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