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How to integrate application 
security into the development 

lifecycle and achieve a positive 
ROI

Julian Totzek-Hallhuber, Pricipal Solutions Architect
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Market Trends Put Applications in the 
Crosshairs

Transformation of
Development

Proliferation of
Computing

Abstraction of
Infrastructure

THE APPLICATION LANDSCAPE
Source of Value and Risk

Integrated into Business/Operational Processes

Exposed to Attack
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Impact on Application Security: Shift Left 
and Shift Right

Code Commit Build Test Release Deploy Operate

Security 
Assurance

Operational Application SecuritySecure Software
Development

SECURITY-DRIVEN

• Emphasis on 
regulatory and 

compliance 
requirements

• Focus on internal and 
third-party risks

DEVELOPER- DRIVEN

• Emphasis on 
immediacy of 

results, automation 
and integrations

OPERATIONS_DRIVEN

• Emphasis on 
vulnerability 

management and 
protection

Prevention ProtectionGovernance
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Differences manual and automated testing

SAST

DAST

MPT

Overlap of the 
different 

technologies.

Each 
technology is 

able to identify 
different things

Only a very 
small overlap 
for all three 

different 
technologies
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Today’s Applications Are Assembled

Proprietary 
Code

Open 
Source

Open 
Source

Open 
Source

Open 
Source

Open 
Source

Open 
Source

Open 
Source

Open 
Source

Open 
Source

Open 
Source

Open 
Source

Open 
Source Food for Thought

How do you inventory 
open source libraries in 

your applications today?
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Application Security Testing Methods

Capabilities Static Analysis Software Composition 
Analysis

Dynamic Analysis Manual Penetration 
Testing

Flaws in Custom Web 
Apps (CWEs) ✓ ✓ ✓

Flaws in Custom non-
Web Apps (CWEs) ✓ ✓

Flaws in Custom Mobile 
Apps (CWEs) ✓ ✓

Known Vulnerabilities in 
Open Source
Components (CVEs) ✓ ✓

Behavioral Issues 
(CWEs) ✓ ✓

Configuration Errors 
(CWEs) ✓ ✓

Business Logic Flaws 
(CWEs) ✓

Can be automated
(scalability, cost, 
speed)

✓ ✓ ✓
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Sizing The Problem

80% of developers are using open 
source in deployed apps.
Source: Forrester

46 Applications have an average 
of 46 components. 
Source: Veracode

44% of applications contain critical 
vulnerabilities. 
Source: Veracode
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Veracode Software Composition Analysis (SCA)
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DEV OPS SEC

Time to Market

Ease of Use

Education

Risk Reduction

Compliance

Scalability

Visibility

Performance

Protection

Different Teams have Different AppSec Needs
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Culture clash revisited
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Consider the theory

Development 
work products Security

Release 
velocity 
starved
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3 ways
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Integrate into Agile, DevOps & CI/CD Toolchain

IDE

Build Server + 
CI/CD 

Orchestration Tools
Defect Tracking 

Systems

GRC

WAF

SIEM

Centralized 
AppSec Platform
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CODE BUILD TEST STAGE PROD

Veracode Plugin

Veracode Step

Automate Security into Existing SDLC

Staging

Productio
n

Static 
Analysis

SCA

Sandbox

IDE

Greenlight

Code Repo

Build Server

Dynamic 
Analysis

Remediation
Support

Defect 
Tracking 
System
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1
5

151515

Trusted, Scalable, Capable, Automated & Fix-Rates 

Cloud vs on premise

Reporting

Big Data analytics to 
improve and spot 

opportunity.

Security

SOC 2 & 3 certified, 
encryption, HR security, 

data security

Integrations

Extensive API & Plugins 
into Dev Pipeline

Maintenance & 
Operations

Zero operational or 
maintenance cost, no HW 

needed

Cost Savings

Faster time to market, less 
flaws per MB

360

Continuous
Improvement

Automated updates 
once a month

False 
Positives 

Industry leading low 
FP Rates

Scalability

Simple Scan & Fix 
scaling to 1,000’s Apps
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192% ROI using Veracode

Being the CISO integrating security without blocking and huge cost savings
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IMPROVE
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Thank you


