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Vyvoj autentizace uzivatell (nejen) v bankovnictvi

>

Personalizace kazdého
prihlaseni

Minimalizace negativnich

Omezeni neopravnénych
pristupt

Budovani daveéry

ZPUSOB

Pokrocilé behaviordlni
modely, 2FA pouze v
opodstatnénych pripadech

Zakladni analytika, SMS,
HW OTP tokeny

Slozita hesla, zakladni
pravidla

Jednoducha staticka hesla

Rozpoznani opravnénych
uzivateld, stop
fradulentnimu chovani

Mnoho ,false-positives”,
nespokojeni uzivatelé

Zapomenuta hesla,
pravidla ,,one-size-fits-al
nespokojeni uzivatelé

“«
1"

Jednoduse zcizitelné nebo
odhadnutelné heslo
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Uménim je vyvazit pouzitelnost, bezpe¢nost a naklady

Pouzitelnost
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CA Advanced Authentication / CA Payment Security —2v 1

CA STRONG CA RISK
AUTHENTICATION AUTHENTICATION
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Credentials OTP via SMS Where is What device
the user? is being used?
- ([@oog)
Mobile OTP | ‘ /@g | -
A pm— What is the user cl)sng?set e?r?tti\?v'ilh
trying to do? history?
Identifikace uzivatele Autentizace v realném case
pouzitim Siroké Skaly zaloZena na analyze rizika
autentizacnich metod dané operace / transakce
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CA Risk Authentication / CA Risk Analytics

CA RISK AUTH /
ANALYTICS

Where is What device
the user? is being used?

ro SO

Is the action
consistent with

history?

What is the user
trying to do?

% Prinosy obé strany

= Neviditelné pro uzivatele

= Behavioralni analyza na pozadi

= Adaptivni skéring rizika

= Dynamicka pravidla

= DeviceDNA™ dentifikace zafizeni

= VVyznamné snizeni podvodnych
pfihlaseni a transakci

Autentizace v realném case

zalozena na analyze rizika
dané operace / transakce
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CA Risk Authentication / CA Risk Analytics

CA RISK AUTH / CA RISK AUTH /
ANALYTICS ANALYTICS

OBSERVED DERIVED

Operating System Zone Hopping

System Language User Velocity

Time Zone Offset Device Velocity

Monitor Details (11 characteristics) User Previously Associated with Device
Browser Details (5 Characteristics) New User or New Device

Plug-ins Device Known, But New User at Device
|E Plug-ins Negative IP

Camera/Microphone Presence Negative Device

Fonts Trusted IP

Network IP Address Trusted Device
Connection Type (LAN, Dial-up, etc.) End-user geo location
CPU Model and Clock Speed Anonymizing Proxy Check
Volume of Boot Partitions

True IP Address of End-User System
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CA Risk Auth / CA Payment Security — Neuronova sit’

ZaloZeno na ,,Advanced machine learning
techniques“

Neural
Networks

Rozezna legitimni od fraudulentniho chovani
v kontextu kazdého uzivatele

e UCi se vrealném-case

Vysoka presnost, minimum tzv. ,false-positives'

Vysledkem je srozumitelné rizikové skore
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CA Risk Auth / CA Payment Security — Behavioralni model
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* Pak vybere cca. 100 nejvlivngjSich a ty
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CA Risk Auth / CA Payment Security — Pravidla
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¥
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Cili na zndmé typy utoku

Kriticka pro vyhodnoceni
rizikového skore

Okamzita akce pri
vysokém riziku

Definice vlastnich pravidel
Napfr. VIP, web, iOS / Android, externi /
interni, ...
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Maximalni detekce fraudu, minimalni vliv na uzivatele
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€ 200,000
€ 180,000
€ 160,000
€ 140,000
€120,000
€ 100,000

€ 80,000

—Total Cost

Dopad boje proti fraudu
musi byt nizSi nez
ztraty z néj.

Behavioralni modely ,krmené*®
v realném Case daty pfinaseji
nejlepSi pomér ceny a vykonu

Expertni systemy
(pravidla) nemohou
obsahnout dynamicky

trh fraudu.
20%

Challenge Rate

——"Rule Fraud Savings" "Model Fraud Savings"
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Vysledky behavioralniho modelu na potrebu
sekundarni autentizace

% Fraud Detected by Model
85% podvodU je detekovano pfi sekundarnim ovéreni

Dal$i zvySovani nad 5% uz pfinasi jen
marginalni vysledky

90%

100% “ /ﬁ/ “99% pouhych 5% uZivatelt / klientt

| 90%
W gss, 27
80% ©80% |

75% | !
70% 70% | i ..
oo | S | TéméF 100% detekce podvod jiz kolem 30%
! B i sekundarnim ovéfovani

50% .50';4, |

o | ok PFi sekundarnim ovéfovani pouhé 0.1% uZivatell /
% i klientu jiz detekujete kolem 25% podvodu

30% i ! §

i 5 PFi sekundarnim ovérfovani pouhého 0.5% uzivatel(

ﬁzs‘}? i |
il I / Klient jiz detekujete kolem 50% podvod(

10% !
N L ’ Zvysenim sekundarniho ovéreni z 10% na 50%
% @ it o i in o e o) x .
0% 20% 30% uzivatelt / klientd detekujete jen 0 9% vice podvodu.
% of Population
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Realna data — transakce CNP (card not present)

Risk-based autentizace zapnuta 30.3.2015
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Realna data — transakce CNP (card not present)
Risk-based autentizace zapnuta 30.3.2015
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Skokoveé snizeni poctu pferusenych
i neuspésnych transakci.
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Realna data — transakce CNP (card not present)
80% snizeni sekundarniho ovéreni bez nardstu fraudu
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CA Advanced Authentication —web, mobile, IoT
CA Payment Security — 3D Secure

Pouzitelnost
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Dekuji za pozornost!
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